VIRGINIA JOURNAL OF LAw & TECHNOLOGY

FAaLL 2003 UNIVERSITY OF VIRGINIA VoL. 8, No. 13

Technological Protection Measures in the United
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in the “ Digital World” ?
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ABSTRACT

As digital technological advances have created new opportunities for exploiting
copyrighted works, governments worldwide have sought to recalibrate the balance
between preserving the protection copyright holders deserve while maintaining the
proper degree of access for “fair users.” The WIPO Copyright Treaty (“WCT?”), which
devised new legal measures for achieving this balance, has been implemented in the
United States through the Digital Millennium Copyright Act and in several Member
States in the European Union through the EU Copyright Directive. Because differences
exist in how the United States and EU Member States, particularly Germany, have
implemented the WCT, an examination of these systems reveals some advantages and
disadvantages that point to a refined balance between copyright protection and fair use.

While both the U.S. and EU/German systems prohibit the circumvention of, and the
trafficking in, access control devices, the United States regime does not prohibit the
circumvention of copy control devices. Consequently, U.S. users who can circumvent a
copy control device without trafficking in such devices may make fair use of the
copyrighted material. The EU/German system does not permit the circumvention of
copy control devices in any respect, but it does require the copyright holder to provide
the user, in exchange for compensation, with the means to bypass the copy control
devices and make fair use of the copyrighted material. This requirement, which expands
the degree to which copyrighted material is made more accessible for fair use, gives the
EU/German system a decided advantage over the U.S. regime, though the
EU/German system has drawbacks that impair its effectiveness.
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I NTRODUCTION

The technologica advances of the past few years have made possible new uses
for copyrighted works and have given users previously unknown opportunities for
exploiting copyrighted works. On the other hand, copyright owners face the fear of losing
royalties. To protect their rights, owners have devised new measures of protection in the
digital environment, including copy-protection software and password systems. However,
because these new systems are subject to challenges by skilled users or hackers, experts
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at the World Intellectual Property Organization (WIPO) and in national governments
have concluded that the efforts of the copyright owners deserve protection. The
contemplated provisions are embodied in the WIPO Copyright Treaty (WCT), adopted at
the WIPO Diplomatic Conference on Certain Copyright and Neighboring Rights
Questions in December 1996.*

Article 11 of the WCT mandates the protection of these technological measures
and is the first instance of a provision in a multilateral treaty to do so.? In the United
States, Article 11 WCT has been implemented through the Digital Millennium Copyright
Act (DMCA),* which, among other things, introduced the new Chapter 12 to Title 17 of
the United States Code. In the European Union, the “Directive 2001/29/EC of the
European Parliament and of the Council of 22 May 2001 on the Harmonisation of Certain
Aspects of Copyright and Related Rights in the Information Society” (EU Copyright
Directive)* contains a provision concerning technological protection measures in its
Article 6.

This paper will analyze the implementations of the WCT in the United States and
the European Union and will illustrate the differences, particularly in the impact of
providing beneficiaries of exceptions and limitations with the means of circumventing
copy control technology. The paper will also address how much “fair use” is appropriate
in the digital world, as well as put forth the suggested solution, based on the market
failure theory of fair use, which respects the rights of all the parties involved, while
preserving the bargain struck between the copyright owner and the public.

The main focus will be on the implementation of the EU Copyright Directive in
Germany through the “Law for the Regulation of Copyright in the Information Society”
which entered into force on September 13, 2003.° This law adds two new sections to the
German Copyright Act, which contain the basic provisions for the protection of
technological protection measures. This article explains and examines the new provisions
in the German law, especially the obligation of copyright owners to provide certain

1. WIPO Copyright Treaty, Dec. 20, 1996, art. 11, S. TREATY Doc. No. 105-17, available at http://
www.wipo.int/documents/en/dipl conf/distrib/94dc.htm (last visited Dec. 19, 2003).

2. JORG REINBOTHE & SILKE VON LEWINSKI, THE WIPO TREATIES 1996, at 139 (2002).

1. Digital Millennium Copyright Act, Pub. L. No. 105-304, 112 Stat. 2860 (1998).

2. 2001 0.J. (L 167) 10.

3. Gesetz zur Regelung des Urheberrechts in der Informationsgesellschaft [Law for the Regulation
of Copyright in the Information Society], BGBI. | 2003, 1774 (Sept. 12, 2003). The hill as initialy
proposed by the government, including the government’s explanations, is published in Bundestags-Drs.
15/38 of November 6, 2002, available at http://dip.bundestag.de/btd/15/000/1500038.pdf (in German, last
visited Dec. 12, 2003). The hill was adopted as recommended by the legal committee of the Lower House
of Parliament (“Bundestag”). The recommendation is published in Bundestags-Drs. 15/837 of April 9,
2003, available at http://dip.bundestag.de/btd/15/008/1500837.pdf (last visited Dec. 19, 2003). The bill had
to be approved by the Upper House of Parliament (“Bundesrat”) which called in the Mediation Committee
(“Vermittlungsausschuss’), ajoint committee of both houses of parliament which recommended changes to
the bill. However, the provisions regarding the protection of technological protection measures have not
been changed. In its amended version, the law was passed by the Bundestag on July 4, 2003, and by the
Bundesrat on July 11, 2003. It was signed by the President on September 10, 2003 and entered into force
the day following its publication in the Federal Law Gazette (“ Bundesgesetzbl att”).
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beneficiaries of exceptions and limitations with the means of circumventing copy control
technology. The article will describe the radically different approach of the EU Copyright
Directive and the German Copyright Law toward “fair use.” The system of fair usein the
European Union is more narrowly tailored than the system in the United States, and in
most cases requires compensation of the copyright owner. The new German provisions
preserve this requirement of compensation, and therefore correspond to the suggested
solution for a restriction of fair use in United States Copyright Law based on the market
failure theory.

However, the European system is not perfect. Certain flaws need to be corrected
and ambiguities might need to be clarified in order to truly value the bargain between the
copyright owners and the public that the new provisions seek to preserve, and to prevent
a circumvention of the provisions protecting certain privileged beneficiaries by the
copyright owners.

. ARTICLE 11 WIPO COPYRIGHT TREATY (WCT)

Article 11 WCT provides:

Contracting Parties shall provide adequate legal protection
and effective legal remedies against the circumvention of
effective technological measures that are used by authors in
connection with the exercise of their rights under this
Treaty or the Berne Convention and that restrict acts, in
respect of their works, which are not authorized by the
authors or permitted by law.°

A. Background

The WCT was adopted at the WIPO Diplomatic Conference in Geneva on
December 20, 1996 and came into force on March 6, 2002.” The WCT is a “special
agreement” within the meaning of Article 20 of the Berne Convention.® Therefore,
interpretation of any provision of the WCT must not result in less protection than that
granted by the Berne Convention.® Prior to the Diplomatic Conference, several proposals
were made for the inclusion of preparatory activities or a knowledge requirement.™
These proposals will be revisited in subsequent parts of this paper.

4.  WIPO Copyright Treaty, supra note 1, at art. 11.

5. Jorg Reinbothe & Silke von Lewinski, The WIPO Treaties 1996: Ready to Come into Force, 24
EUR. INTELL. PROP. REV. 199, 199 (2002).

6. WIPO Copyright Treaty, supra note 1, at art. 1, para. 1.

7. Mihaly Ficsor, Copyright for the Digital Era: The WIPO “ Internet” Treaties, 21 CoLUM.-VLA
J.L.& ARTS197, 200 (1997); Reinbothe & von Lewinski, supra note 7, at 200.

8. REINBOTHE & VON LEWINSKI, supra note 2, at 136-37.
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B. Content of Article 11 WIPO Copyright Treaty (WCT)

The WCT sets forth only minimum requirements. The contracting parties may go
beyond the provisions of the WCT and afford the technological measures greater
protection.™

Article 11 WCT mandates protection of “effective technological measures.” The
definition of the term is left to the domestic law of the contracting parties.'” Under Article
11 WCT, only the measures “used by authors’ are protected. In practice, however, “such
measures are not used or applied by the authors themselves, but rather by their agents or
licensees acting with the author’s consent.”*® Therefore, the provision must be interpreted
to cover not only measures applied by authors, but also those applied by agents or
licensees. ™

The language of Article 11 WCT only mandates protection of technological
measures “that restrict acts ... which are not authorized by the authors concerned or
permitted by law.”* Thus, contracting parties are not obliged to protect measures that
restrict acts that are either authorized by the author or permitted by law by way of an
exception or limitation.*® For example, circumvention of copy protection for the purpose
of making a copy for private use, which is a recognized exception of the author’'s
exclusive rights,” would be allowed if a country has implemented only the provisions of
Article 11 WCT. However, “Article 11 WCT provides in this respect for minimum
protection, which Contracting Parties may go beyond.”*® Thus, contracting parties can,
and in fact do, provide protection for measures that restrict acts permitted by law.

The WCT requires protection “against the circumvention” of technological
measures. This covers only the actual act of circumventing, but not preparatory activities,
such as manufacture and importation, or the circumvention device, i.e. the technology
itself. Thus, the question which arises is whether such a protection would be * adequate”
and “effective” as required by Article 11 WCT.* Arguably, acts of circumvention are
likely to be committed by individuals in their homes, and will hardly be controllable.
Therefore, to provide effective remedies and adequate protection, contracting parties
should prohibit not only the act of circumvention itself, but also preparatory acts, thereby
preventing the acquisition of the devices necessary to circumvent the technological

9. Id.at 144, 146.
10. Id.at 145.

11. Id.
12. Id.

13.  WIPO Copyright Treaty, supra note 1, at art. 11.

14. See MIHALY FICSOR, THE LAW OF COPYRIGHT AND THE INTERNET: THE 1996 WIPO TREATIES,
THEIR INTERPRETATION AND IMPLEMENTATION 548 (2002); REINBOTHE & VON LEWINSKI, supra note 2, at
146.

15. Cf. § 53(1) of the German Copyright Act (providing that it shall be permissible to make single
copies of awork for private use).

16. REINBOTHE & VON LEWINSKI, supra note 2, at 146.

17. Id.
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measures.?°

In sum, Article 11 WCT requires protection only against the actual circumvention
of protection measures that restrict acts that are either not authorized by the author or not
permitted by law. Thus, under the WCT scheme, copyright owners are only protected
against acts that would also be copyright infringement. As this paper will demonstrate,
both the United States and the European Union go beyond this minimum level of
protection.

1. IMPLEMENTATION IN THE UNITED STATES—17 U.S.C. §1201

In the United States, 17 U.S.C. § 1201 implements Article 11 WCT by protecting
technol ogical measures against circumvention.*

A. Background

The Digital Millennium Copyright Act (DMCA) was signed into law on October
28, 1998. Title | of the DMCA implemented the WIPO Treaties of 1996 — the WCT and
the WIPO Performances and Phonograms Treaty (WPPT) — and created the new Chapter
12 of Title 17 of the United States Code. The provisions of this Chapter became effective
on the effective date of the DMCA. However, the access control anti-circumvention
provision in 8§ 1201(a)(1)(A) was delayed until October 28, 2000, in order to see how the
implementation of access control technology “affect[s] availability of works in the
marketplace for lawful uses.”?

B. Content of § 1201

Section 1201 contains three basic prohibitions, including: (1) circumventing
access control technology in 8 1201(a)(1)(A); (2) trafficking in access control technology
in § 1201(a)(2); and (3) trafficking in copy control technology in § 1201(b)(1).?® The
statute does not prohibit the actual circumvention of copy control technology because
such a prohibition is not necessary. The circumvention of copy control technology would
result in unlawful copying, and thus, it would be copyright infringement, which is

18. Cf. Dean S. Marks & Bruce H. Turnbull, Technical Protection Measures: The Intersection of
Technology, Law and Commercial Licenses, 22 EUR. INTELL. PROP. REv. 198, 201 (2000); REINBOTHE &
VON LEWINSKI, supra note 2, at 144-45. It is not entirely clear whether these authors interpret Article 11
WCT to cover preparatory acts or whether it isto be interpreted in away that the contracting parties should
prohibit preparatory acts.

19. MELVILLE B. NIMMER & DAVID NIMMER, NIMMER ON COPYRIGHT § 12A.03 (2002); 17 U.S.C. §
1201 (2000).

20. 1d.

21. Section 1201(b)(1)(A) prohibits trafficking in any technology that circumvents a technological
measure that “effectively protects a right of a copyright owner.” 17 U.S.C. § 1201(b)(1)(A) (2000). Thus,
copyright owners can use technological measures to protect any of the exclusive rights granted by § 106 of
the Copyright Act. In particular, the copyright owner will usually seek protection against unlawful copying
of the work.
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remedied by §§ 501-513 of the Copyright Act* unless the copying is exempted from
liability.® The actions prohibited by § 1201 are distinct from copyright infringement.?®
Finally, certain uses for specified purposes are exempted from the anti-circumvention
prohibitionsin 8§ 1201(d)-(j).

C. Fair Use Before and After the Digital Millennium Copyright Act (DM CA)
1. The“Traditional” Fair Use Doctrine

Section 107 of the Copyright Act contains a limitation on the exclusive rights of
the copyright owner, which is known as the fair use defense to copyright infringement.’
This limitation is “traditionally defined as ‘a privilege in others than the owner of the
copyright to use the copyrighted material in a reasonable manner without his consent.’”?®
This affirmative defense was first developed by the courts, and was later codified in the
1976 Copyright Act.?® The availability of the fair use defense is not limited to particular
fact patterns, but rather depends on a balancing of the four fair use factors that § 107
enumerates, including: (1) the purpose and character of the use; (2) the nature of the
copyrighted work; (3) the amount and substantiality of the portion used in relation to the
copyrighted work as a whole; and (4) the effect of the use upon the potential market for
or value of the copyrighted work. These factors, however, are “not an exhaustive
enumeration.”*® There are no bright-line rules for determining whether a use falls within
the scope of the defense; rather “the statute ... callsfor a case-by-case analysis.”*

The fair use defense has been recognized by the courts in situations involving
comment,® criticism® and parody,* news reporting,™ research,* and teaching.>” These

22. See FICSOR, supra note 16, at 550.

23. For example, the user could have afair use defense. Since § 1201 is not intended to limit fair use,
see § 1201(c), this would not result in unlawful copying and the user would (theoretically) face no liability
at al. In order to ensure this result, § 1201 contains no prohibition on circumventing copy control
measures. See Reinbothe & von Lewinski, supra note 7, at 205.

24. Jane C. Ginsburg, Copyright Legislation for the “ Digital Millennium,” 23 CoLuM.-VLA JL. &
ARTS 137, 138 (1999). But cf. Kamiel J. Koelman, A Hard Nut to Crack: The Protection of Technological
Measures, 22 EUR. INTELL. PROP. REV. 272, 273 (2000) (postulating that the EU Copyright Directive does
not clearly distinguish the anti-circumvention provision from copyright infringement).

25. SeeNIMMER ON COPYRIGHT, supra note 21, at § 13.05.

26. Harper & Row, Publishers, Inc. v. Nation Enters., 471 U.S. 539, 549 (1985) (citing H. BALL, LAw
OF COPYRIGHT AND LITERARY PROPERTY 260 (1944)).

27. See NIMMER ON COPYRIGHT, supra note 21, at § 13.05.

28. Id.; see Harper & Row, 471 U.S. at 549; Wendy J. Gordon, Fair Use as Market Failure: A
Sructural and Economic Analysis of the Betamax Case and its Predecessors, 82 CoLuM. L. Rev. 1600,
1603 (1982).

29. Campbell v. Acuff-Rose Music, 510 U.S. 569, 577 (1994).

30. Campbell, 510 U.S. 569; SunTrust Bank v. Houghton Mifflin, Co., 268 F.3d 1257 (11th Cir.
2001).

31. SunTrust Bank, 268 F.3d 1257.

32. Id.; Campbell, 510 U.S. 569.

33. Harper & Row, 471 U.S. a 539. In this case, the fair use argument was finaly rejected after
balancing the fair use factors with particular emphasis on the fact that the material used by defendant was
unpublished and the “heart” of the work.
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examples are also mentioned in § 107. However, a balancing of the factorsis nevertheless
necessary in every situation. There is no automatic exception if the purpose of the useis,
for example, said to be parody.*®

2. Fair Useand the Digital Millennium Copyright Act (DMCA)
a. InTheory

Upon cursory examination of § 1201 nobody would expect that problems
concerning fair use could occur. As 8 1201(c)(1) expressly states: “Nothing in this
section shall affect rights, remedies, limitations, or defenses to copyright infringement,
including fair use, under this title.” In addition, the circumvention of copy control
technology is not prohibited by 8 1201. This means that the user only has to fear liability
for copyright infringement under Chapter 5 of the Copyright Act unless he can claim the
fair use defense.

b. InPractice

The practice, however, is different. Fair use is only a defense against a claim for
copyright infringement. Since the violations under 8 1201 are independent from
copyright infringement, the fair use defense does not help against a claim for violation
of the anti-trafficking or access control anti-circumvention provisions. It has been
suggested that access for fair use purposes “will not be a violation of the [access control]
anti-circumvention provision.”*® However, the fair use doctrine only limits the exclusive
rights granted to the copyright owner by 8 106; it is a defense against an infringement
clam. Under § 106, the copyright owner does not have a right to control access to the
work. Therefore, the “fair user” cannot claim the defense if he wants to access the work
in order to make fair use.** This can easily be demonstrated in the “real world.” To
illustrate, a reporter who wants to write a comment about a play hasto buy aticket for the
theater in order to view the play, and a scientist has to buy the book he needs for his
research. The only right that the fair use defense grants is the right to copy (parts of) the
work without being concerned about liability for copyright infringement.

With regard to works that are not protected by access control technology or to
which the user has access, the law alows circumvention of copy control technology.

34. American Geophysical Union v. Texaco, Inc., 60 F.3d 913 (2d Cir. 1994). In this case, the fair
use defense was rejected because the court found that the copying was archival and merely superseded the
original work.

35. Cf. Princeton Univ. Press v. Michigan Document Servs., 99 F.3d 1381, 1389 (6th Cir. 1996),
stating that the copying for teaching purposes by professors and students might have been protected by the
fair use defense.

36. See, eg., Sony Corp. of Am. v. Universa City Studios, Inc., 464 U.S. 417, 479 (1984)
(Blackmun, J., dissenting).

37. Cf. Ginsburg, supra note 26, at 138; Koelman, supra note 26, at 273.

38. Bentley J. Olive, Anti-Circumvention and Copyright Management Information: Analysis of New
Chapter 12 of the Copyright Act, 1N.C. J.L. & TECH. 2, at pt. I1.B.1 (2000).

39. Cf. NiIMMER ON COPYRIGHT, supra note 21, at 8§ 12A.06, pt. B.2.
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However, the user usually will not have available the means that are necessary to
circumvent the technology unless he is sophisticated enough to manufacture them
himself. The manufacture, distribution, importation, or offering of circumvention
technology is not allowed.* It is possible to argue that circumvention technology that
enables copying for fair use purposes is not primarily designed for the purpose of
circumvention or has a commercially significant purpose or use other than to circumvent
protection measures.*”® But courts have not accepted this argument and have not followed
the holding from the Sony case.* In Sony, the Supreme Court held that Sony was not
liable for contributory copyright infringement for the distribution of VCRs because the
technology was capable of substantial non-infringing uses® With regard to
circumvention technology, the courts have held that Congress expressly refused to
incorporate Sony and that every device that is capable of circumventing copy control
measures has substantial infringing uses.”® Thus, unless a technology is developed which
is able to distinguish between lawful circumvention —for purposes of fair use or of public
domain works — and unlawful circumvention which results in copyright infringement,
users will not have the necessary devices to exercise their rights. This places a substantial
burden on fair use.

The question then arises whether fair use is still necessary in a world of the
Internet and communication by telephone, fax, and e-mail. One of the justifications
asserted for the fair use defense is that the transaction costs for acquiring a license to use
the work would exceed the royalties that would be owed to the copyright owner. This fair
use justification is known as the market failure theory.*” In a world of instant
communication at negligible cost, it istheoretically easy to obtain alicense quickly and at
a fair price. Thus, under the market failure theory there is no justification for fair use.
However, fair use does not in every case serve only to correct a market failure. It aso

40. See §81201(b)(1).

41. §1201(b)(1) only prohibitstrafficking in circumvention devicesif they are “primarily designed or
produced for the purpose of circumventing protection,” have “only limited commercially significant
purpose or use other than to circumvent protection,” or “are marketed ... for use in circumventing
protection.”

42. Sony Corp. of Am. v. Universal City Studios, Inc., 464 U.S. 417 (1984). In this case, Universa
City Studios, Inc., sued Sony for contributory copyright infringement based on the manufacture and
distribution of VCRs which enabled the users to tape copyrighted material and, thus, make copies of those
works. The Supreme Court based its decision on the substantial non-infringing uses that the VCRs had. It
held that home time-shifting by users was fair use and, thus, not copyright infringement.

43. Id.

44. SeeUniversal City Studiosv. Reimerdes, 111 F. Supp. 2d 294, 323-324 (S.D.N.Y . 2000).

45. Marshall Leaffer, The Uncertain Future of Fair Use in a Global Information Marketplace, 62
OHIO ST. L.J. 849, 853-854 (2001). The market failure theory was introduced into copyright law by Wendy
J. Gordon, Fair Use as Market Failure: A Sructural and Economic Analysis of the Betamax Case and its
Predecessors, 82 CoLUM. L. Rev. 1600 (1982). Professor Gordon proposed a three-part test for determining
fair use: “(1) [whether] market failure is present; (2) [whether] transfer of the use to defendant is socially
desirable; and (3) [whether] an award of fair use would not cause substantial injury to the incentives of the
plaintiff copyright owner.” Id. at 1614. This economic approach to fair use also played an important role in
American Geophysical Union v. Texaco, Inc., 60 F.3d 913 (2d Cir. 1994) and Princeton Univ. Press v.
Michigan Document Servs., Inc., 99 F.3d 1381 (6th Cir. 1996).

Vol. 8 VIRGINIA JOURNAL OF LAW & TECHNOLOGY No. 13



2003 Bésler, Technological Protection Measures in the U.S., E.U. and Germany 10

“excuses certain ‘socially beneficial’ uses, such as criticism and parody.”*® In these cases,
the fair use defense assures that the use can be made at all, because the copyright owner
islikely to refuse to license his work for such a use.*

A solution is to enter into a new system of balancing in order to determine
whether we still need fair use in today’ s world. On the one hand, there are traditional fair
uses that can only be justified by the market failure theory; on the other hand, the market
failure theory in some situations is completely ancillary to the socia justifications of fair
use. In cases such as parody and criticism, it is probable that the user will not be able to
acquire alicense or that he will acquire alicense only against payment of a huge royalty.
Then, the market failure theory would not justify fair use because the royalty payment
would always outweigh the transaction costs. In these situations, fair use is still a valid
defense in the digital world. The same is true where the copyright owner is likely to have
no, or only aminor, interest in royalties, as exemplified in de minimis copying. Fair useis
also still avalid defense where the efforts to acquire a license would be too burdensome,
for example because it is difficult to determine who the copyright owner is, though this
justification will rarely be the case when one considers today’s possibilities to obtain
information.® In all other cases, however, the new measures of communication, and
especialy the inclusion of copyright management information, have largely facilitated
obtaining licenses so that the interests of the copyright owners, which are protected not
only by law but also by the Constitution, outweigh the interests of the users. Examples
for the latter category would be teaching, research, and news reporting.

V. IMPLEMENTATION IN THE EUROPEAN UNION — ARTICLE 6 OF THE EU
COPYRIGHT DIRECTIVE

The protection of technological measures mandated by Article 11 WCT has been
implemented in Article 6 of the EU Copyright Directive.

A. Background

The EU Copyright Directive was adopted by the European Parliament and the
Council of the European Union on May 22, 2001, and entered into force on June 22,
2001. A directive has no direct applicability in the Member States of the European
Union; rather it has to be implemented by the Member States into national laws. It allows
the Member States to choose the means of achieving the result that the directive
mandates.

46. Tom W. Bdll, Fair Use vs. Fared Use: The Impact of Automated Rights Management on
Copyright’s Fair Use Doctrine, 76 N.C. L. Rev. 557, 584 (1998).

47. Cf. Campbell, 510 U.S. at 592.

48. In particular, the implementation of copyright management information (see § 1202(c) for a
definition) into the works facilitates this determination.

49. Treaty Establishing the European Community, Mar. 25, 1957. art. 249, available at http://
europa.eu.int/eur-lex/en/treaties/dat/EC_consol.pdf (last visited Apr. 4, 2003). A directive may have
“vertical direct effect” in the Member States under certain conditions. It is necessary that (1) the member
state has not implemented the directive into national law by the time that is proscribed in the directive, (2)
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Article 13 of the EU Copyright Directive provides that “Member States shall
bring into force the laws, regulations and administrative provisions necessary to comply
with this Directive before 22 December 2002.”>? So far, only Denmark, Greece, ltaly,
Austria and Germany have implemented the directive into national law.>®

The directive intends to prevent “restrictions on the free movement of services
and products incorporating, or based on, intellectual property, leading to a
refragmentation of the interna market and legislative inconsistency” through
unharmonized legislative activities at the national level.> It states that a high level of
protection is necessary because copyright and related rights “are crucia to intellectual
creation.”*

The provisions of the EU Copyright Directive with respect to protection of
technological measures do not affect national provisions “which may prohibit the private
possession of devices, products or components for the circumvention of technological
measures.”>® Thus, the EU Copyright Directive is consistent with the prior Council
Directive® requiring Member States to adopt |egisiation against circumvention devices.®

B. Content of Article 6 EU Copyright Directive™
1. Anti-Circumvention and Anti-Trafficking Provisions

Article 6(1) of the EU Copyright Directive mandates protection against the
circumvention of any effective technological measure. The EU Copyright Directive does
not distinguish between access control and copy control measures; rather, the provision
“cover[s] any type of technological measures used by right holders. . . [and thereby] goes

the directive is beneficial to the individual and (3) the directive is sufficiently precise to have direct effect.
The citizen then has a claim against the Member State for damages. Cf. Francovich and Bonifaci v. Italy,
1991 ECJ CELEX LEXIS 7156 (E.C.J. 1991) (Cases C-6/90 and C-9/90). However, directives do not have
“horizontal direct effect,” i.e., effect between the citizens. Cf. Faccini Dori v. Recreb Srl., 1994 ECJ
CELEX LEXIS 6949 (E.C.J. 1994) (Case C-91/92). Regarding the direct effect of European Community
Law, see Eric F. Hinton, Strengthening the Effectiveness of Community Law: Direct Effect, Article 5 EC,
and the European Court of Justice, 31 N.Y.U. J.INT'L L. & PoL. 307 (1999).

50. Directive 2001/29/EC of the European Parliament and of the Council of 22 May 2001 on the
Harmonisation of Certain Aspects of Copyright and Related Rightsin the Information Society, art. 13, para.
1, 2001 OJ. (L 167) 10, 19, available at http://europa.eu.int/information society/topics/multi/
digital_rights/doc/directive_copyright_en.pdf [hereinafter EU Copyright Directive].

51. Information on implementation is maintained in the CELEX database, available through Lexis at
http://www.lexis.com/xlink ?source=EUROPE;NATPRYV & search=2001%2F29%2FEC& view=FULL .

52. EU Copyright Directive, supra note 52, at 10, Recital 6.

53. Id. at 11, Recita 9.

54. 1d. at 14, Recita 49.

55.  Council Directive 91/250/EEC, art. 7(1)(c), 1991 O.J. (L 122) 42, 45.

56. EU Copyright Directive, supra note 52, at 14, Recital 50.

57. Article 6 of the EU Copyright Directive provides:

Article 6: Obligations asto technological measures

1. Member States shall provide adequate legal protection against the circumvention of any
effective technological measures, which the person concerned carries out in the knowledge, or
with reasonable grounds to know, that he or she is pursuing that objective.
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far beyond the scope of the DMCA.”® Thus, the circumvention of copy control
technology is covered by the prohibition in Article 6(1) of the EU Copyright Directive,
and not by § 1201.°" Another difference between the EU Copyright Directive and the
DMCA isthat Article 6(1) of the EU Copyright Directive contains a subjective element
that limits its scope: the act must be carried out with the knowledge that one is
circumventing protection measures, or aternatively, the person circumventing the
measures must have “reasonable grounds to know” that the conduct will constitute a
circumvention.? The language indicates that mere negligence is not sufficient; rather

2. Member States shall provide adequate legal protection against the manufacture, import,
distribution, sale, rental, advertisement for sale or rental, or possession for commercial purposes
of devices, products or components or the provision of services which:

(a) are promoted, advertised or marketed for the purpose of circumvention of, or

(b) have only alimited commercially significant purpose or use other than to circumvent, or

(c) are primarily designed, produced, adapted or performed for the purpose of enabling or
facilitating the circumvention of, any effective technological measures.

3. For the purposes of this Directive, the expression “technological measures’ means any
technology, device or component that, in the normal course of its operation, is designed to
prevent or restrict acts, in respect of works or other subject-matter, which are not authorised by
the rightholder of any copyright or any right related to copyright as provided for by law or the sui
generis right provided for in Chapter 111 of Directive 96/9/EC. Technological measures shall be
deemed “effective” where the use of a protected work or other subject-matter is controlled by the
rightholders through application of an access control or protection process, such as encryption,
scrambling or other transformation of the work or other subject-matter or a copy control
mechanism, which achieves the protection objective.

4. Notwithstanding the legal protection provided for in paragraph 1, in the absence of
voluntary measures taken by rightholders, including agreements between rightholders and other
parties concerned, Member States shall take appropriate measures to ensure that rightholders
make available to the beneficiary of an exception or limitation provided for in national law in
accordance with Article 5(2)(a), (2)(c), (2)(d), (2)(e), (3)(a@), (3)(b) or (3)(e) the means of
benefiting from that exception or limitation, to the extent necessary to benefit from that exception
or limitation and where that beneficiary has legal access to the protected work or subject-matter
concerned.

A Member State may also take such measures in respect of a beneficiary of an exception or
limitation provided for in accordance with Article 5(2)(b), unless reproduction for private use has
already been made possible by rightholders to the extent necessary to benefit from the exception
or limitation concerned and in accordance with the provisions of Article 5(2)(b) and (5), without
preventing rightholders from adopting adeguate measures regarding the number of reproductions
in accordance with these provisions.

The technological measures applied voluntarily by rightholders, including those applied in
implementation of voluntary agreements, and technological measures applied in implementation
of the measures taken by Member States, shall enjoy the legal protection provided for in
paragraph 1.

The provisions of the first and second subparagraphs shall not apply to works or other
subject-matter made available to the public on agreed contractual terms in such a way that
members of the public may access them from a place and at atime individually chosen by them.

When this Article is applied in the context of Directives 92/100/EEC and 96/9/EC, this
paragraph shall apply mutatis mutandis.

58. Séverine Dusallier, Exceptions and Technological Measures in the European Copyright Directive
of 2001: An Empty Promise, 34 INT'L REV. INDUSTRIAL PROP. & COPYRIGHT L. 62, 69 (2003).

59. Terese Foged, U.S v. E.U. Anti-Circumvention Legislation: Preserving the Public’s Privilegesin
the Digital Age?, 24 EUR. INTELL. PrROP. REV. 525, 535 (2002).

60. EU Copyright Directive, supra note 52, at art. 6, para. 1.
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gross negligence or intent is required.®®

The anti-trafficking provisions contained in Article 6(2) of the EU Copyright
Directive are substantially the same as those in § 1201.% Article 6(3) of the EU
Copyright Directive defines the terms “technological measures’ and “ effective.” These
definitions are similar to those in § 1201(a)(3)(B) and § 1201(b)(2)(B).*> A technological

measure is “any technology . . . that . . . is designed to prevent or restrict acts . . . which
are not authorized by the rightholder. . . .” Such a technology will be deemed effective
“where the use of a protected work . . . is controlled by the rightholders through

application of an access control or protection process . . . which achieves the protection
objective.”®

The provisions of Article 6(1), (2), and (3) of the EU Copyright Directive are
mandatory. They have to be implemented by the Member States, though the “exact form
of domestic legislation . . . isleft to the discretion of each Member State.”®’

2. Article 6(4) EU Copyright Directive

The maor difference between the provisions in the DMCA and in the EU
Copyright Directive lies in Article 6(4) of the EU Copyright Directive, which partially
mandates and partially allows “appropriate measures [to be taken by the Member States)
to ensure that rightholders make available to the beneficiary of an exception or limitation
. . . the means of benefiting from that exception or limitation, to the extent necessary to
benefit from that exception or limitation and where the beneficiary has legal accessto the
protected work or subject-matter concerned.” With this provision, the EU Copyright
Directive not only gives the user a defense against a claim for circumvention of the
protection measures, as the DM CA does, but helps the user in exercising his rights. “The
European directive seeks to tip the balance in favor of the user, not at the stage of
sanctions against circumvention, but at the earlier stage of the exercise of the exception
constrained by a technological measure.”® Due to its nature as a directive, Article 6(4)
does not define what the “appropriate measures’ are. This decision is left to the
implementing Member States.”

Article 6(4) refers to certain exceptions and limitations that are contained in
Article 5 of the EU Copyright Directive.”® Article 5 contains an exhaustive list of

61. Geradd Spindler, Europaisches Urheberrecht in der Informationsgesellschaft [European
Copyright Law in the Information Society], (2002) GEWERBLICHER RECHTSSCHUTZ UND URHEBERRECHT
[GRUR] 105, 116 (“The Directive does not limit the protection only to intentionally acting persons, rather
it also includes negligence, whereas the formulation portends rather to gross than to mere negligence.”)
(author’ strandlation).

62. Foged, supra note 61, at 536.

63. Id. at 535.

64. EU Copyright Directive, supra note 52, at art. 6, para. 3.

65. Foged, supra note 61, at 536.

66. Dusollier, supra note 60, at 70.

67. Foged, supra note 61, at 538.

68. Article 5 of the EU Copyright Directive provides:
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Article5 Exceptionsand limitations

1. Temporary acts of reproduction referred to in Article 2, which are transient or incidental
and an integral and essential part of atechnological process and whose sole purpose is to enable:

(a) atransmission in a network between third parties by an intermediary, or

(b) a lawful use of a work or other subject-matter to be made, and which have no
independent economic significance, shall be exempted from the reproduction right provided for in
Article 2.

2. Member States may provide for exceptions or limitations to the reproduction right
provided for in Article 2 in the following cases:

(a) in respect of reproductions on paper or any similar medium, effected by the use of any
kind of photographic technique or by some other process having similar effects, with the
exception of sheet music, provided that the rightholders receive fair compensation;

(b) in respect of reproductions on any medium made by a natural person for private use and
for ends that are neither directly nor indirectly commercial, on condition that the rightholders
receive fair compensation which takes account of the application or non-application of
technological measures referred to in Article 6 to the work or subject-matter concerned;

(c) in respect of specific acts of reproduction made by publicly accessible libraries,
educational establishments or museums, or by archives, which are not for direct or indirect
economic or commercia advantage;

(d) in respect of ephemeral recordings of works made by broadcasting organisations by
means of their own facilities and for their own broadcasts; the preservation of these recordingsin
official archives may, on the grounds of their exceptional documentary character, be permitted;

(e) in respect of reproductions of broadcasts made by social institutions pursuing non-
commercial purposes, such as hospitals or prisons, on condition that the rightholders receive fair
compensation.

3. Member States may provide for exceptions or limitations to the rights provided for in
Articles 2 and 3 in the following cases:

(a) use for the sole purpose of illustration for teaching or scientific research, as long as the
source, including the author's name, is indicated, unless this turns out to be impossible and to the
extent justified by the non-commercia purpose to be achieved;

(b) uses, for the benefit of people with a disability, which are directly related to the disability
and of anon-commercial nature, to the extent required by the specific disability;

(c) reproduction by the press, communication to the public or making available of published
articles on current economic, political or religious topics or of broadcast works or other subject-
matter of the same character, in cases where such use is not expressly reserved, and as long as the
source, including the author's name, is indicated, or use of works or other subject-matter in
connection with the reporting of current events, to the extent justified by the informatory purpose
and as long as the source, including the author's name, is indicated, unless this turns out to be
impossible;

(d) quotations for purposes such as criticism or review, provided that they relate to awork or
other subject-matter which has already been lawfully made available to the public, that, unless
this turns out to be impossible, the source, including the author's name, is indicated, and that their
use isin accordance with fair practice, and to the extent required by the specific purpose;

(e) use for the purposes of public security or to ensure the proper performance or reporting of
administrative, parliamentary or judicial proceedings;

(f) use of political speeches as well as extracts of public lectures or similar works or subject-
matter to the extent justified by the informatory purpose and provided that the source, including
the author's name, is indicated, except where this turns out to be impossible;

(9) use during religious celebrations or official celebrations organised by a public authority;

(h) use of works, such as works of architecture or sculpture, made to be located permanently
in public places;

(i) incidental inclusion of awork or other subject-matter in other material;
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exceptions " and limitations™ from which the Member States can generally “shop” and
implement only those provisions that they wish.” Only the exception in Article 5(1) of
the EU Copyright Directive with regard to temporary acts of reproduction is mandatory
and must be enacted into national law.”* The discretionary” list of Article 5(2)-(3) of the
EU Copyright Directive contains, inter alia, exceptions for photocopying, copying for
private use (both subject to the payment of afair compensation to the rightholder), use for
illustration for teaching or scientific research, use for the benefit of people with a
disability, reproduction by the press of published articles on current economic, political,
or religious topics, quotations for purposes of criticism, use for purposes of caricature or
parody, use for the purpose of research or private study, and de minimis uses.

Article 6(4) obligates Member States to ensure that beneficiaries of certain
exceptions and limitations can actually exercise their rights. These exceptions and
l[imitations include: photocopying (Article 5(2)(a)); non-commercial reproduction by
libraries, educational establishments, museums, or archives (Article 5(2)(c)); ephemeral
recordings by broadcasting organizations (Article 5(2)(d)); non-commercial
reproductions by social institutions (Article 5(2)(e)); illustration for teaching or scientific
research (Article 5(3)(a)); uses for the benefit of people with a disability (Article 5(3)(b));
and use for the purposes of public security or performance of administrative,
parliamentary, or judicia proceedings (Article 5(3)(e)). Although it is mandatory to take

(j) use for the purpose of advertising the public exhibition or sale of artistic works, to the
extent necessary to promote the event, excluding any other commercial use;

(k) use for the purpose of caricature, parody or pastiche;

() use in connection with the demonstration or repair of equipment;

(m) use of an artistic work in the form of abuilding or a drawing or plan of a building for the
purposes of reconstructing the building;

(n) use by communication or making available, for the purpose of research or private study,
to individual members of the public by dedicated terminals on the premises of establishments
referred to in paragraph 2(c) of works and other subject-matter not subject to purchase or
licensing terms which are contained in their collections;

(0) use in certain other cases of minor importance where exceptions or limitations already
exist under national law, provided that they only concern analogue uses and do not affect the free
circulation of goods and services within the Community, without prejudice to the other
exceptions and limitations contained in this Article.

4. Where the Member States may provide for an exception or limitation to the right of
reproduction pursuant to paragraphs 2 and 3, they may provide similarly for an exception or
limitation to the right of distribution as referred to in Article 4 to the extent justified by the
purpose of the authorised act of reproduction.

5. The exceptions and limitations provided for in paragraphs 1, 2, 3 and 4 shall only be applied in
certain special cases which do not conflict with a norma exploitation of the work or other
subject-matter and do not unreasonably prejudice the legitimate interests of the rightholder.

69. EU Copyright Directive, supra note 52, at 12, Recital 32; see also Michael Hart, The Copyright in
the Information Society Directive: An Overview, 24 EUR. INTELL. PROP. Rev. 58, 59 (2002) (noting that
“exhaustive” synonymous with “exclusive’).

70. A more detailed description of the exceptions and limitations in European, and especidly in
German, copyright law appearsinfra Part VI.A.

71. See EU Copyright Directive, supra note 52, at art. 5, paras. 2-3 (Member States may provide for
the named exceptions and limitations). See Hart, supra note 71, at 59.

72. SeeHart, supra note 71, at 59.

73. Seesupranote 73.
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“appropriate measures’ to ensure that the user can exercise his rights, the Member States
are not obliged to implement these exceptions into national law. Therefore, Article 6(4)
creates an obligation only insofar as Member States decide to provide the pertinent
exceptions and limitations in their respective national copyright laws.”

With regard to private copying, the Member States may take measures to ensure
the possibility that the beneficiaries are able to exercise their rights.”” The
implementation of this provision is at the discretion of the Member States. The Member
States, however, cannot implement a privilege for private copying if the rightholder has
aready made reproduction for private use possible. In such a case, the rightholder can
limit the number of copies to a reasonable number,.”®

Though the provisions of Article 6(4) seem revolutionary in protecting the fair
users rights when compared to the DMCA, they have severa questionable elements.
Article 6(4) only applies to the anti-circumvention provision of Article 6(1), but not to
the anti-trafficking provision of Article 6(2). “This means that, although circumvention
for the specified lawfully-excepted uses must be protected by the Member States,
circumventing devices or services are excluded from their scope.” ® Therefore, it depends
on the implementation chosen by the Member States whether the “revolution” that
seemed to be about to start will actually be successful. Only if the Member States provide
means to force the rightholder to permit the exercise of the excepted use will the
provisions of Article 6(4) be of value. Otherwise “the user cannot be provided with a
device which enables the circumvention of the technological protection measure’ because
these devices remain outlawed.® In addition, the user is not granted the excuse of self-
help. He does not have a“right to hack” because the language of Article 6(4) only entitles
the Member States to stipulate that the rightholder provides the user with the appropriate
means, but not that the rightholder acts by himself.*

The major drawback, however, is that the beneficiary has to have “legal accessto
the protected work” in order to make use of the exemption.®* Article 6(4) does not help

the user in getting access to the work. Whether the law requires such a right will be
examined later.®

V. IMPLEMENTATION IN GERMANY

A. Background

In Germany, the provisions of the EU Copyright Directive and of Article 11 of the

74. Foged, supra note 61, at 536; Dusollier, supra note 60, at 74.

75. EU Copyright Directive, supra note 52, at art. 6, para. 4.

76. 1d.; seealso Spindler, supra note 63, at 118 (author’ s translation).
77. Hart, supra note 58, at 63.

78. 1d.

79. See Spindler, supra note 63, at 117 (author’ s translation).

80. EU Copyright Directive, supra note 52, at art. 6, para. 4.

8l. SeeinfraPartVI.B.
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WCT are implemented through the “Law for the Regulation of Copyright in the
Information Society.”® On August 16, 2002, the German government introduced the
“Bill for the Regulation of Copyright Law in the Information Society”® into the
Bundesrat, the Upper House of the German parliament in which the states are
represented.®® The Bundesrat issued its comments on September 27, 2002. Subsequently,
the bill was submitted to the Lower House of the German parliament, the “Bundestag.”
The first of three required debates was held on November 14, 2002. The Bundestag sent
the bill to several committees, including the legal committee, the committee for consumer
protection, and the committee for culture and media. On December 20, 2002, the bill was
also sent to the committee for education, research, and technological impact assessment.

The legal committee, which was in charge of the hill, issued a report and a
recommendation on April 9, 2003.%” The second and third debates in the Bundestag were
held on April 11, 2003, and the law was passed as recommended by the legal committee.
In comparison to the bill, it contains only minor changes. Due to the changes made by the
Bundestag, the bill had to be passed again by the Bundesrat, which refused to consent to
the changes and, on May 25, 2003, cdled in the Mediation Committee
(“Vermittlungsausschuss’), a joint committee of both houses of parliament. The
Mediation Committee issued its recommendation on July 2, 2003. This recommendation
only changed a provision regarding private copying, but did not amend the provisions
that are pertinent here. The amended version was passed by the Bundestag and the
Bundesrat on July 4, 2003 and July 11, 2003, respectively. The President signed the law
on September 10, 2003 and it was published in the Federal Law Gazette on September
12, 2003. Thus, it entered into force on September 13, 2003.

B. Content of the New Provisions

With regard to technological measures, the law adds several new provisions into
the German Copyright Act.® The provisions of Article 6 of the EU Copyright Directive
are implemented in the new 8§ 95a, 95b of the UrhG.*

82. Seesupranoteb.

83. Entwurf eines Gesetzes zur Regelung des Urheberrechts in der InformationsgeselIschaft [Bill for
the Regulation of Copyright Law in the Information Society], Bundestags-Drs. 15/38 (Nov. 6, 2002),
available at http://dip.bundestag.de/btd/15/000/1500038.pdf (last visited Dec. 12, 2003) [hereinafter UrhG-
E].

84. See Grundgesetz (GG) [Basic Law for the Federal Republic of Germany] art. 76, para. 2 (bills by
the federa government must be first submitted to the Bundesrat), available at
http://www.bundestag.de/htdocs_e/info/gg.pdf (as of Dec. 6, 2003). For an overview of the German
legislation procedure, see http://www.bundestag.de/htdocs_e/legidlat/index.html (last visited Dec. 6, 2003).

85. Beschlussempfehlung und Bericht des Rechtsausschusses [Resolution Recommendation and
Report of the Legal Committee] Bundestags-Drs. 15/837 (Apr. 9, 2003), available at
http://dip.bundestag.de/btd/15/008/1500837.pdf (last visited Dec. 19, 2003).

86. Gesetz Uber Urheberrecht und verwandte Schutzrechte (Urheberrechtsgesetz), v. 9.9.1965, BGBI.
| 1965, 1273, available at http://www.iuscomp.org/gla/statutes’/UrhG.htm (last visited Dec. 6, 2003)
[hereinafter UrhG].

87. 88 95aand 95b UrhG provide (author’ s tranglation):

§ 95a Protection of technological measures
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(1) Effective technological measures for the protection of a work protected under this law or
any other subject-matter protected under this law shall not be circumvented without the consent
of the rightholder, provided that the person knows or it must under the circumstances be known
to the person that the circumvention is pursued in order to gain access to such work or other
subject-matter or to enable its use.

(2) Technological measures within the meaning of this law are technologies, devices or
components that in the normal course of their operations are designed to prevent or restrict acts
with regard to protected works or other subject-matter protected by this law that are not
authorized by the rightholder. Technological measures are effective where the use of a protected
work or other subject-matter is controlled by the rightholder through application of access control
or protection process such as encryption, scrambling or other transformation, or copy control
mechanism which ensures the achievement of the protection objective.

(3) The manufacture, import, distribution, sale, rental, advertisement for sale or rental and the
possession for commercial purposes of devices, products or components or the provision of
serviceswhich

1. are promoted, advertised or marketed for the purpose of circumvention of effective
technological measures, or

2. have only a limited commercia purpose or use other than to circumvent effective
technological measures, or

3. are primarily designed, produced, adapted or performed for the purpose of enabling or
facilitating the circumvention of effective technological measures

is prohibited.

(4) The prohihitions of paragraphs 1 and 3 do not apply to tasks and authorities of
governmental agencies for purposes of protection of public security or enforcement of criminal
laws.

8§ 95b Enforcement of Exceptionsand Limitations

(1) Insofar as a rightholder employs technological measures under this law, he shall make
available to the beneficiaries of the provisions listed in the following the necessary means in
order to benefit from these provisions, provided that the beneficiary has legal access to the work
or the subject-matter:

1. 845 (law enforcement and public security)

2. § 45a (disabled persons)

3. 846 (collections for religious, school or instructional use), excluding religious use

4. 8 47 (school broadcasts)

5. § 52a (making available to the public for purposes of teaching and research)

6. 8 53 (reproduction for private and other personal uses)

a. paragraph 1 with respect to reproductions on paper or any similar medium, effected by the use
of any kind of photographic technique or by some other process having similar effects,

b. paragraph 2 sentence 1 nr. 1,

c. paragraph 2 sentence 1 nr. 2 in conjunction with sentence 2 nr. 1 or 3,

d. paragraph 2 sentence 1 nr. 3 and 4 each in conjunction with sentence 2 nr. 1 and sentence 3,

e. paragraph 3,

7. 8 55 (reproduction by broadcasting organizations)

Agreements which exclude the obligations under sentence 1 areinvalid.

(2) The beneficiary of one of the named provisions can claim from the rightholder that he
makes available the necessary means to exercise the respective right if the rightholder violates the
obligation under paragraph 1. It shall be presumed that the offered means are sufficient if the
means comply with an agreement between associations of rightholders and of beneficiaries of
exceptions and limitations.

(3) The provisions of paragraphs 1 and 2 shall not apply where the works or other subject-
matter are made available to the public on agreed contractual terms in such a way that members
of the public may access them from aplace and at atime individually chosen by them.
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1. Anti-Circumvention and Anti-Trafficking Provisions

§ 95a UrhG deals with the protection of technological measures and is nearly
identical with Article 6 of the EU Copyright Directive. Paragraph 1 of 8 95a UrhG
prohibits the circumvention of any technological measure without the rightholder’s
authorization. It aso contains the subjective element that requires knowledge that the
circumvention is intended to gain access to the work or to use the work in a way that
violates an exclusive right of the rightholder. It is sufficient if the person actsin bad faith,
which is presumed if he should have known that circumvention is the purpose of the act.

The government’s explanation of the hill states that, “circumventing acts solely
for the purpose of scientific research (e.g., cryptography) are not covered.”® It is not
entirely clear what this statement means. If read together with Recital 48 of the EU
Copyright Directive, it seems to imply that a scientist engaged in cryptography research
does not intend to circumvent the protection measures. A cryptography scientist,
however, knowingly circumvents the protection measures, and that is all Article 6(4) and
8 95a(1) UrhG require. It may also be understood to mean that cryptography research
does not violate one of the copyright owner’s exclusive rights. However, 8 53(2) nr. 1
UrhG contains an exception for reproduction for “personal scientific use[s],” which is
one of the privileged uses in § 95b UrhG.** Cryptography will usualy involve a
reproduction of the work in any manner. Thus, the scientist engages in an activity that is
left to the exclusivity of the copyright owner, but he will not be liable for copyright
infringement because he is the beneficiary of an exception. Yet, he might be liable for
infringing 8 95a UrhG, which is separate from copyright infringement. As with Article
6(4) EU Copyright Directive, 8 95b UrhG does not give a privileged beneficiary the right
to hack. Consequently, the statement in the government’'s explanation is at least
contradictory, if not wrong. The scientist knowingly circumvents protection measures,
but he will probably be able to claim the benefit of the exception in § 53 UrhG which
will, however, not shield him from liability under 8 95a UrhG because this liability is
distinct from copyright infringement.*

The knowledge or bad faith requirement should not be combined with the

(4) Technological measures applied in order to comply with the obligations under paragraph
1, including measures applied in order to implement voluntary agreements, enjoy legal protection
under § 95a.

88. UrhG-E, supra note 85, at 62 (author’s translation). This comment is apparently copied from
Recital 48 of the EU Copyright Directive, which states: “[L]egal protection [provided by Article 6 EU
Copyright Directive and the domestic implementing legislation] should respect proportionality and should
not prohibit those devices or activities which have a commercially significant purpose or use other than to
circumvent the technical protection. In particular, this protection should not hinder research into
cryptography.” EU Copyright Directive, supra note 52, at 14, Recital 48.

89. Cf.infraPart VI.A.

90. This result seems inconsistent as well: on the one hand, the scientist is privileged by § 53 UrhG
and 8§ 95b UrhG, but on the other hand he is nevertheless liable because he circumvented the protection
measure. This stems from the failure to provide a “right to hack” in European law. A privileged beneficiary
only has a claim against the copyright owner for providing him with the means to circumvent the protection
measure, but cannot do so by himself. For a suggestion to correct thisresult, seeinfra Part VI1I.
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guestion of exceptions and limitations. Rather, the subjective element is only intended to
exclude accidental circumventions from the scope of the prohibition.*®

Another element limiting the scope of the prohibition is that the technological
measures must be employed for the purpose of protecting copyrighted works or other
subject-matter protected by the UrhG. Technological measures protecting, for example,
public domain works or non-copyrightable subject-matter are not safeguarded by § 95a
UrhG.** The question, however, is whether the user will actually be able to circumvent
the protection measures that are applied to public domain works. This very question is
raised under the DMCA.* Because the manufacture and distribution of circumvention
technology is prohibited, only the user who is able to circumvent the protection measures
himself will be able to use the public domain work.

The definitions of “technological measures’ and “effective’ in § 95a(2) UrhG are
identical to those in Article 6(3) of the EU Copyright Directive. The anti-trafficking
provision of § 95a(3) UrhG is also a verbatim implementation of Article 6(2) of the EU
Copyright Directive. The last paragraph of 8§ 95a UrhG exempts governmental agencies
engaged in the protection of public security or enforcement of criminal laws from the
prohibitions of the preceding paragraphs.

2. Rightsof Beneficiaries of Exceptionsand Limitations

The “revolutionary” provisions of Article 6(4) of the EU Copyright Directive
have been implemented in 8§ 95b UrhG. “The existing and well-proven system of
exceptions and limitations ensures for the analog area a good balance between the
legitimate claims of the copyright owners and those of the public. This balance would be
endangered in the digital world if . . . an al-encompassing protection which extends to
preparatory measures was granted [through 8§ 95a UrhG] without guaranteeing at the
same time equivalent sufficient measures to successfully enforce the possibilities of use
for beneficiaries of exceptions and limitations.”*

a. Privileged Beneficiaries, General Provisions

Under 8§ 95b(1) UrhG, the rightholder has the obligation to provide beneficiaries
of the listed exceptions and limitations with the means necessary to benefit from the
exceptions. Section 95b(1) UrhG neither lists the exception for reproductions made by
libraries, educational establishments, museums, or archives” nor the exception for
reproductions of broadcasts made by social institutions,” because German copyright law

91. Cf. Alvise Maria Casellati, The Evolution of Article 6.4 of the European Information Society
Copyright Directive, 24 CoLum.-VLA J.L. & ARTS 369, 375 (2001) (discussing the subjective element in
Article 6(1) EU Copyright Directive).

92. See UrhG-E, supra note 85, at 62.

93. See supra Part 111.C.2.b; see also infra Part VII (pertaining to the impact on users' rights and
suggestions).

94. UrhG-E, supra note 85, at 63 (author’ s translation).

95. EU Copyright Directive, supra note 52, at art. 5, para. (2)(c).

96. Id. at art. 5, para. (2)(e).
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does not contain these exceptions. The bill does not implement the possibility of Article
6(4) subparagraph 2 of the EU Copyright Directive to help beneficiaries of the general
private-copying exception in exercising their rights. The copyright owner’s obligation is,
like the provision in the EU Copyright Directive, under the condition that the user has
legal access to the work.

The parties cannot contract out of the provisions of § 95b(1) UrhG. The
provisions are mandatory as expressly stated in 8 95b(1) sentence 2. It does not stipulate
how the rightholder shall enable the respective beneficiaries to exercise their rights,
leaving room both for severa solutions and the flexibility to adapt to new technological
developments.”®

b. Enforcement of the User’sRights

The user does not have a right to circumvent the technological measures in case
the rightholder does not provide him with the necessary means.'® To ensure that the user
is not deprived of his rights, 8 95b(2) UrhG creates an individual claim that the user has
against the rightholder. However, such an individual claim is usually not sufficient
because the enforcement of that right is burdensome, might take a long time, and binds
the rightholder only in the individual case.*

Therefore, to effectively protect the beneficiaries rights, a new cause for group
litigation'% has been introduced into the “Law on Actions for an Injunction”*®® which
gives certain associations the right to enforce the rights of the beneficiaries of one of the

97. See UrhG-E, supra note 85, at 64.

98. Cf. Spindler, supra note 63, at 117.

99. See UrhG-E, supra note 85, at 64.

100. Group litigation (“Verbandsklage”) is an exception in German civil procedure. Generally, only
individual, subjective rights can be enforced in an action. Group litigation is only possible in certain limited
cases under “certain statutes concerning business self-regulation, consumer protection, labor law, industrial
property, and environmental protection.” See Harald Koch, Non-Class Group Litigation under EU and
German Law, 11 DUKE J. ComP. & INT'L L. 355, 358 (2001).

101. Gesetz  Uber Unterlassungsklagen bei  Verbraucherrechtss und anderen  VerstofRen
(Unterlassungsklagengesetz) [Law Concerning Actions to Restrain Interference with Consumer Rights and
Other Offenses], v.26.11.2001, BGBI. | 2001, 3138, 3173 [hereinafter UKIG], available at
http://bundesrecht.juris.de/bundesrecht/uklag/index.html (last visited Dec. 8, 2003). The new provision
reads:

§ 2a I njunctiverelief under the Copyright Act

(1) A person who violates 8 95b(1) of the Copyright Act can be sued for an injunction.

(2) The provision of paragraph 1 shall not apply where the works or other subject-matter are
made available to the public on agreed contractual terms in such a way that members of the
public may access them from a place and at atime individually chosen by them.

(3) 8 2(3) shall be applied. (Author’s note: § 2(3) UKIG states that a suit cannot be brought if
it would be improper under the circumstances, e.g. if the main purpose would be to constitute a
claim for reimbursement of the legal costs for the action.)

Under the new § 3a UKIG, associations which non-commercially and not only temporarily foster

the interests of the beneficiaries of the provisions named in § 95b(1) UrhG have standing to sue.
Under the new § 3a UKIG, associations which non-commercialy and not only temporarily foster the
interests of the beneficiaries of the provisions named in § 95b(1) UrhG have standing to sue.
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exceptions listed in 8 95b(1) UrhG. Though this right to sue is remarkable, especialy
since such a group litigation right is an exception in German civil procedure, it is not
certain that the group litigation right will actually help the beneficiaries in enforcing their
rights. The traditional field for group litigation rights is standard form contracts.'®
Standard form contracts are used by companies and violate the law when they
unreasonably discriminate against the consumer. In these cases, the company is
prohibited from using the clause in any contract in the future by way of an injunction. In
the case of § 95(b) UrhG, however, generally an action is required by the rightholder.
Under 8 2a UKIG, the association can only obtain an injunction that prohibits the
rightholder from continuing to violate § 95b UrhG. Such an injunction does not help the
individual beneficiary of an exception or limitation. He still must enforce his right
individually unless the injunction has a “deterring effect” on the rightholder, who in turn
initiates measures in order to fulfill his obligations under 8 95b UrhG.

The second sentence of § 95b(2) UrhG was proposed by the legal committee. It
states that the means which the rightholders offer the beneficiaries in order to exercise
their rights and which comply with agreements between rightholders' and beneficiaries
associations are presumed to be sufficient.

Paragraphs 3 and 4 of § 95b UrhG implement Article 6(4) subparagraphs 3 and 4.
A rightholder is not obliged to give beneficiaries the means for exercising their rights if
the public may use the work under a contractual agreement. Because of this exception it
will be easy for the rightholder to avoid the obligations under § 95b UrhG, for example,
by asimple click-wrap license.’®

3. Criminal and Civil Liability for Violating 8 95a UrhG

Article 8 of the EU Copyright Directive mandates that Member States “provide
appropriate sanctions and remedies’ for violating technologica measures. In addition,
Member States must “ensure that rightholders ... can bring an action for damages and/or
apply for an injunction” against infringers and “intermediaries whose services are used by
athird party to infringe a copyright or related right.”**®

Section 108b(1) nr. 1 UrhG makes a person who circumvents technological
measures in violation of § 95a(1) UrhG with the intent to enable access or use of a work
for himself or a third person subject to criminal liability unless the circumvention is
solely for the private use of the person or a person to whom the circumventor is
personally related. In addition, the circumventor is subject to civil liability under the
genera provision of 8 97 UrhG, which provides for damages in case of intentional or
negligent infringement of the copyright or any other rights protected under the Copyright
Act. The liability for damages also attaches to actions that do not give rise to criminal

102. See§1 UKIG.

103. For the provision in Article 6(4) of the EU Copyright Directive, see Foged, supra note 61, at 537-
38; Dusollier, supra note 60, at 75.

104. EU Copyright Directive, supra note 52, at art. 8.
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sanctions, for example, for circumventions for personal use.*”’

VI. “FAIR USE” IN THE EUROPEAN UNION AND IN GERMANY AND THE IMPACT OF
THE NEW PROVISIONSON “FAIR USE”

A. Traditional Exceptions and Limitations in European and Especially
German Copyright Law

In order to determine what effect the provisions of the EU Copyright Directive
and its implementation in Germany will have on “fair use” rights, it is necessary to
describe the system of fair use in Germany.’® The most striking difference between the
German (and European) system and the American system is that there is no general fair
use right in the German system. Rather, the German Copyright Act only provides for
exceptions and limitations of the authors’ rightsin certain circumstances.’®

On the European Union level, the EU Copyright Directive for the first time
attempts to harmonize the laws in the European countries by providing alist of possible
exceptions in Article 5 of the EU Copyright Directive, from which the Member States
can choose exceptions and limitations to implement. However, they cannot go beyond the
scope of the directive and provide for additional exceptions™® The new law aso
modifies the exceptions and limitations in the UrhG in order to implement provisions of
the EU Copyright Directive."*

1. Exceptionsand Limitations

The most important (and probably most complicated) exceptions and limitations
are contained in 8 53 UrhG. This provision, inter alia, exempts from liability for
copyright infringement reproductions by a natural person for private use unless the
reproduction is made for commercial purposes, reproductions for personal scientific use,
reproductions of broadcast works for personal information concerning current events, and
de minimis reproductions for other personal uses. The UrhG exempts certain acts for
teaching purposes from the copyright owner’s exclusive rights.**> Other exceptions are
provided for reproduction of newspaper articles and broadcast commentaries®

105. Cf. UrhG-E, supra note 85, at 68.

106. For a genera overview, see Adolf Dietz, Germany, in PAUL EDWARD GELLER AND MELVILLE B.
NIMMER, 2-GER INTERNATIONAL COPYRIGHT AND PRACTICE § §[2].

107. Cf. Dietz, supra note 108, at § 8[2].

108. SeesupraPart1V.B.2.

109. SeeUrhG, supra note 88.

110. Under § 46 UrhG, reproduction and distribution of (parts of) works in compilations for religious,
school and instructional use are permitted. Section 47 UrhG exempts school broadcasts for use in class.
Reproduction for instructional use in schools or for use in state examinations or examinations at schools
and universities is permitted under § 53(3) UrhG. The new § 52a UrhG allows making published works
publicly available for illustration purposesin class or for scientific research.

111. 8§49 UrhG.
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quotations in the necessary amount for certain purposes™*

performance of a published work unless the spectators are charged a fee,
by broadcasting organizations,'® and reproduction for commercial enterprises which sell
audio or video recordings or appliances.**’” The new law adds exceptions for temporary
reproductions™® and reproductions for use by disabled persons™® This list is not
exhaustive, though the exceptions and limitations contained in the UrhG are.

non-commercia public
15 reproduction

There is no express exemption for parody; rather, this has been considered a free
utilization under § 24 UrhG.*® A creation will be afree utilization if it is based on a prior
work, but isindependent and does “not take the protected core of that earlier work.”**

2. Limitations on the Limitations, Especially Compensation
Requirement

The beneficiary of an exception is not entirely free in using the protected work.
He cannot modify the work and must clearly acknowledge the source.*” In addition, in
some cases a reasonable compensation must be paid to the copyright owner, including:
for the reproduction and distribution in compilations for religious, school, or instructional
purposes under 8§ 46(4) UrhG; for the reproduction of school broadcasts unless they are
deleted at the end of the following school year under § 47(2) UrhG; for the reproduction
of newspaper articles and radio commentaries under 8 49(1) UrhG; for a public
performance under 8 52 UrhG; and for reproductions for use by disabled persons under 8§
45a(2) UrhG. Some of the exceptions in Article 5 of the EU Copyright Directive also
require compensation to be paid to the copyright owner. Thus, these uses, though
allowed, are not completely free as they would be under the fair use doctrine of the
United States copyright law. These exceptions and limitations, where use is only
permissible against reasonable compensation, resemble more a compulsory license than
fair use.

For private copying, 88 54-54h UrhG provide for a special remuneration scheme.
Because it is nearly impossible to control private copying and to collect compensation,
the duty to pay remuneration isimposed on the manufacturers and importers of recording
equipment, copying equipment, and recording media.'*

112. § 51 UrhG. The privileged purposes are the inclusion in a scientific publication to illustrate its
contents, quotations of passages in an independent work of language, and quotations of passages of musical
works in an independent musical work.

113. 8§ 52 UrhG. There is a specia privilege for performances for socia purposes. In such cases, the
user does not have to pay areasonable compensation.

114. §55UrhG.

115. 8§56 UrhG. This provision is re-phrased by the new law; however, the content is not changed.

116. Id.

117. 8§45aUrhG.

118. SeeDietz, supra note 108, at § 8[2][b][ii].

119. Id.

120. See 8862 and 63 UrhG.

121. SeeDietz, supra note 108, at § 8[2][f][i].
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B. Impact of the Provisions of the EU Copyright Directive and of 8§ 95a, 95b
UrhG on “Fair Use’

As stated before, the provisions of Article 6 of the EU Copyright Directive have
several drawbacks. On the one hand, circumvention requires a subjective element of
knowledge or bad faith, which limits the scope of the provision; on the other hand, it is
broad in covering every circumvention of atechnological measure that protects a work or
other subject-matter. That means that accidental circumvention is not a violation of the
provisions, and circumvention of technological measures that protect public domain
works or other unprotected and unprotectable subject-matter is allowed. However, the
anti-trafficking provisions will prevent a user from having at hand the means necessary
for such a permitted circumvention.

Article 6(4) of the EU Copyright Directive, which requires Member States to take
measures to ensure that beneficiaries of certain exceptions and limitations can actually
exercise their rights, seems to be a good way to protect the interests of the copyright
owners and of the public at the same time. However, Article 6(4) of the EU Copyright
Directive only refers to certain exceptions and limitations, and excludes such important
exceptions like parody. Member States cannot go beyond the protection intended by
Article 6(4) of the EU Copyright Directive and privilege other “fair uses.”*** In addition,
Member States only have to provide for appropriate measures if the relevant exceptions
and limitations are actualy part of the domestic law. In simply not providing for the
discretionary exceptions and limitations of Article 5(2)-(3) of the EU Copyright
Directive, Member States can frustrate the efforts of the European Union.

German law aready provides for most of the exceptions and limitations included
in Article 5 of the EU Copyright Directive. In the course of implementing the EU
Copyright Directive, some of the provisions in the UrhG have been rephrased without
substantial changes in the content, and new exceptions have been incorporated into the
law. It isin the discretion of the Member States to choose the “appropriate measures’
mandated by Article 6(4) of the EU Copyright Directive. The German solution is to
oblige rightholders to provide beneficiaries with the necessary means to use the rights
under the exceptions.*®> This relatively vague provision leaves it to the rightholders to
decide in which way they want to fulfill their obligation under § 95b(1) UrhG. In the
event that the rightholders fail to provide the beneficiaries with the necessary means, the
individual beneficiary has a claim against the copyright owner. As described above, the
law provides for a new group litigation right for associations, which allows them to sue
rightholders violating their duty for an injunction. However, such an injunction is likely
to have no value for individual beneficiaries because it only prohibits the rightholder
from further violating their obligations. Whether such an injunction results in affirmative
measures by the rightholders to give the means to the individual beneficiaries is open to
guestion.

122. SeesupraPartV.B.2.
123. SeesupraPart V.B.2.h.
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Both Article 6(4) of the EU Copyright Directive and 8 95b(1) UrhG require that
the privileged beneficiary has legal access to the work. In this regard, the situation is
identical to the situation under 8 1201 of the U.S. Copyright Act. Though copying is
allowed — and the European Union even goes one step further in providing “fair users’
with the means for exercising their fair use rights — the statutes do not help the
beneficiary in overcoming the access control measures.’”® However, as described
previously,™’ the copyright does not give the author or other copyright owner the right to
control access to the work. Thisis not an exclusive right of the copyright owner. Rather,
the right to control access is derived from the reproduction and distribution right. The
copyright owner licenses the right of reproduction and distribution to a publisher who
then makes copies of the work and sells them to the users. The decision to restrict access
to the work by charging a fee is the decision of the publisher. Again, a comparison with
the analog world is useful. A teacher who wants to distribute a copy of a chapter of a
book in class for purposes of illustration is allowed to do so. He is the beneficiary of the
exception in 8 53(3) UrhG. However, he cannot just go into the bookstore and take the
book without paying in order to be able to make the copies. Rather, he either must pay
the price that the publisher considered to be reasonable or he must go to a library. The
exception in 8 53(3) UrhG does not give him the right to access the work. The same is
true in the digital world. The teacher has to buy the e-book or CD first and is then
allowed to make the copy. Under 8 95b UrhG, he can even claim that the copyright
owner provide him with a program or a code to overcome the copy control device.

Another question that arises under European and German law is whether the
beneficiaries of exceptions that are not privileged under Article 6(4) can circumvent copy
control technology without being able to claim help from the copyright owner in doing
so. The language of the provisions does not support such a conclusion. The anti-
circumvention provisions cover every act of circumvention. They do not exclude
circumvention of copy control technology and simply rely on copyright infringement
insofar as does the DMCA. In addition, even Article 6(4) of the EU Copyright Directive
and § 95b UrhG do not give the beneficiaries a “right to hack.”*?® In the reverse,
privileged beneficiaries do not have the right to hack, even assuming that they have the
abilities to circumvent the protection measures by themselves.

Furthermore, Member States also cannot grant rights identical or similar to those
granted under Article 6(4) of the EU Copyright Directive and 8 95b UrhG to other
beneficiaries because this “would contravene the provisions of the directive.”'?
Additionally, this would impact the balance reached in the provisions between the rights
of the copyright owner and the rights of the public. Only “exceptions that convey[] strong

124. Some of the exceptions in 8 1201 also apply to access control measures, such as the library-
exception in § 1201(d), the exception for the benefit of law enforcement in § 1201(e), the reverse
engineering-exception in § 1201(f), provided that the user has lawfully obtained the right to use the copy,
and the encryption research-exception in § 1201(g), provided that the user has lawfully obtained a copy and
has made a good faith effort to obtain authorization from the copyright owner.

125. SeesupraPart111.C.2.b.

126. Seesupra Part 1V.B.2 and note 81.

127. SeeDusollier, supra note 60, at 73-74.
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public interest” have been privileged.**

Another major pitfall of the European provisions is that they can easily be
circumvented by the copyright owners by using the exception in Article 6(4)
subparagraph 4 of the EU Copyright Directive, implemented in § 95b(3) UrhG. These
provisions privilege on-demand services in excluding applicability of the obligation to
provide beneficiaries with the means of exercising their fair use rights. Thus, a ssimple
click-wrap license prevents the copyright owner from claims by fair users. However, only
interactive services are excluded. “Non-interactive forms of online use ... remain subject
to those provisions.”**

VIlI. COMPARISON OF THE EFFECTSIN THE UNITED STATES AND IN EUROPE —WHAT
NEEDSTO BE CHANGED?

The guestion which now remains is. Which system is preferable? Though the
United States and the European/German systems at first glance seem to have many
differences, they aso have a few things in common: while the circumvention of copy
control measures may be permitted, circumvention of access control technology is always
prohibited,*** even if the user wants to make a privileged use. This, however, is based on
the decision of the respective legislatures to give the copyright owner only certain
exclusive rights. The right to control access is not such aright. In the analog world, there
have never been complaints about requiring the “fair user” to first gain access to the
protected work before he can exercise his fair use rights. The same should be true in the
digital world. Of course, one could argue that the possibilities to get free access are
substantially greater in the analog world, for example, by way of libraries. However, a
reviewer still has to buy aticket to see the theater play or movie he wishes to comment
on, and other fair users usually must buy the work they want to use or at least register
(and perhaps pay afee) to use alibrary. So, free access is by no means mandated by fair
use exceptions and limitations. Only legidation could change this result. However, it has
been apparent from the experience with the application of the DMCA that these results
would occur. The manner in which the legislature of the European Union adopted the EU
Copyright Directive shows that it did not see a need for providing the fair users with a
right to access.

With regard to copy control technology circumvention, certain acts are allowed.
The system of the United States relies solely on copyright infringement and thus the fair
use doctrine is fully applicable. A user who could traditionally claim the fair use defense
can circumvent the copy control technology because this activity is not prohibited by 8
1201. The subsequent copying will be protected by the fair use defense. However, the
user in doing so is entirely left to his own skills. Trafficking in circumvention technology

128. Id. at 73.

129. EU Copyright Directive, supra note 52, at 14, Recital 53.

130. Circumvention of access control technology is prohibited unless, of course, the user can claim one
of the exceptions in § 1201. These exceptions are, however, narrowly crafted and permit circumvention
only for limited purposes.
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is prohibited and the user will not be able to purchase the necessary technology.

The European/German system helps the user in this regard. Though it does not
permit the user to resort to self-help and circumvent the technological measures on his
own, it gives him a claim against the copyright holder to furnish him with the necessary
means to exercise his rights. However, only certain beneficiaries of exceptions and
limitations are privileged under § 95b UrhG. The remaining beneficiaries can rely upon
the exception against a claim for copyright infringement, but they will still be liable for
circumventing the copy control technology. This is the result of the distinction between
copyright infringement and violation of the anti-circumvention provisions.

Additionally, one has to consider which fair uses are privileged in § 95b UrhG.
Most of the listed uses require a reasonable compensation to be paid to the copyright
owner.

If this perception is reconciled with the conclusion reached under the market
failure theory, it becomes apparent that the European Union and German legislatures
really valued the bargain between the copyright owner and the public. On the one hand,
the copyright owner contributes to the enhancement of the culture and should be
rewarded for that contribution. On the other hand, the public should not be deprived of
certain rights. That is why certain uses are exempted, but only on payment of reasonable
compensation. In that way, the rights of the copyright owner as well as those of the public
are served. The legislatures made a determination about which uses deserve stronger
legal protection. However, nearly all uses privileged in 8§ 95b UrhG require
compensation, either at the time of the fair use or — as for private copying — at the earlier
stage of manufacture or importation. Thus, the user amost always has to pay, either the
regular licensing fee that the copyright owner charges the user when he wants to acquire
a license in order to make the desired use, or the reasonable compensation which will
usually be less than the licensing fee.

Thus, the technological development has contributed to both a strengthening of
the copyright owner’s rights both in the United States and in Europe, and a new
assessment of the bargain between the copyright owner and the public. In the United
States, the market failure theory has far greater weight than before and only a more
limited number of situations can be justified as fair use because they are under social
considerations still necessary. However, the beneficiaries of such situations that ill
constitute fair use should receive some help in enforcing their rights. This is why the
European system is preferable in this regard. It only privileges certain beneficiaries
whose preferential treatment is based on social considerations and who nevertheless have
to pay for the use.

How can the disadvantages of the European system as it is implemented in
Germany be avoided or corrected? One problem is the exception of on-demand-services
from the obligation to provide beneficiaries with means to exercise their fair use rights.
There is no justification for such an exception. Neither the Recitals to the EU Copyright
Directive nor the government’s explanations to the UrhG-E offer one. This provision
should be abolished, especially because it facilitates circumvention of the obligations
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under 8 95b UrhG.

Furthermore, the privileged beneficiaries should be allowed to circumvent the
protection measures by themselves, assuming they have the necessary skills to do so. In
that way, results like the liability of a cryptography scientist who is a privileged
beneficiary of an exception, but still liable for violation of § 95a UrhG, are avoided. The
scientist has the skills to circumvent the technology on his own and even must do it in
order to achieve the purpose of his actions, but under the current provisions he is not
allowed to do so. He can only claim the necessary technology from the copyright owner.

One could suggest merely adopting a part of the United States system into the
German system by simply not prohibiting circumvention of copy control measures.
However, this would not respect the decision the legislature made in only alowing
certain beneficiaries the right to overcome protection measures. If copy control
circumvention and the subsequent copying were only subject to copyright infringement
liability, all beneficiaries would be allowed to circumvent the measures (though only a
very limited number would actually be capable of doing so). Some of the beneficiaries
could still claim to be provided with the necessary means. The legislators decided to
privilege only certain beneficiaries, provided that they pay a reasonable compensation,
while others have to deal with the rightholder in order to make the desired use. This
decision expresses the new valuation of the bargain between the copyright owner and the
public. Allowing the circumvention of copy control technology would influence the
balance on which the provisions are based. Therefore, the abolishment of the prohibition
on copy control circumvention cannot be recommended.

Another problem occurring in Germany is how the rights will actually be
enforced. It has to be taken into consideration that German civil procedure does not offer
any other means of enforcement. The government has already taken a major step towards
the beneficiaries in enacting a group litigation right. With regard to individual
enforcement, it must be noted that the copyright owner bears al costs of litigation if the
beneficiary prevails. The existing disadvantages of a lawsuit can only be eliminated by
creating a new system in which an independent agency acts as a trustee and stores the
means for overcoming the protection measures. These means would have to be provided
to the agency by the copyright owners. Beneficiaries would be required to approach that
agency and present their case to it instead of negotiating directly with the copyright
owner. Such an agency could also collect the payments that have to be made by the
beneficiaries for the use, and could be financed by keeping a percentage of these
payments.

But with such an agency, the flexibility intended by the vague formulation of 8

95b UrhG would be eiminated. Therefore, we should first wait to see how the new
provisions will function in their application.

VIII. CONCLUSION

The European/German system of protection of technologica measures is
preferable. Although it goes beyond the protection provided by Chapter 12 of the U.S.
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Copyright Act in prohibiting the circumvention of both access control and copy control
technologies, it preserves the rights of “fair users’ to a greater degree. It privileges certain
beneficiaries of exceptions and limitations enumerated in the law by mandating that the
copyright owners provide means for the circumvention of copy control measures. This,
however, does not allow the user to circumvent access control technology; but this is
simply because the copyright laws do not grant the copyright owner an exclusive right to
control access to the work that would be subject to the fair use defense.

In requiring the payment of a reasonable compensation for these beneficial uses,
the European/German law correctly represents the new balance in the bargain between
the copyright owner and the public that has become necessary through the “digital
evolution.” It ensures that beneficiaries are able to exercise their rights granted in the
exceptions and limitations without extensively depriving the copyright owner of his
rights. A market failure analysis, when considering the results of the application of the
DMCA-provisions, also reaches this result.

However, the European/German approach is not perfect. Some changes are
necessary to correct the flaws described in this paper. The exception for on-demand
services should be abolished because it lacks a sufficient justification and opens the door
for circumvention of the beneficiaries' right to receive the means for circumventing copy
control technology from the copyright owner. In addition, the privileged beneficiaries
must be given the “right to hack.” Without such a “right to hack” a user who is benefited
by two provisions — the traditional exception and the new provision in 8 95b UrhG — will
nevertheless be liable for an infringement of 8 95a UrhG. This result cannot be justified,
even though most of the beneficiaries will not have the skills necessary to circumvent the
protection measures by themselves.

Whether changes to the German system of enforcement of beneficiaries rights
are necessary will be seen once the new provisions are applied in practice. The newly
created group litigation right for enforcing the copyright owners' obligation to provide
the means for circumventing copy control technology is a big achievement, but may not
necessarily help the individual beneficiary who will still have to sue the copyright owner.
The deterring effect that this necessity to sue individually may have could be prevented
by creating an agency that administers both the circumvention technology provided by
the copyright holders and the requests of privileged users.
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